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This study examines the role and functions of criminal justice
mechanisms in addressing digital ecoterrorism and its impacts on the
climate system. Given that environmentally destructive actions in
electronic contexts can directly or indirectly disrupt climate processes,
strengthening legal and criminal tools to prevent and counteract such
criminal behaviors is an indispensable necessity. Within this framework,
the development and harmonization of international regulations, the use
of advanced technologies for monitoring and evidence collection and the
enhancement of transnational cooperation are among the key
requirements for identifying and prosecuting offenders. Findings from
the review of legal documents and authoritative sources indicate that
controlling digital ecoterrorism cannot rely solely on environmental
policies; it requires the establishment of a coherent criminalization
framework, efficient oversight institutions and enforceable international
mechanisms. The analyses further suggest that synergy among criminal
justice, ecodiplomacy and emerging technologies can play a significant role
in mitigating digital threats to the environment. Consequently, the study
emphasizes that the establishment of a robust and deterrent criminal
justice structure is a fundamental condition for safeguarding ecosystem
sustainability and enhancing the effectiveness of other global strategies
to combat climate change.
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I_ The Council of Europe's Cybercrime Convention Committee (T-CY)
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3. United Nations Convention against Cybercrime; Strengthening
International Cooperation for Combating Certain  Crimes
Committed by Means of Information and Communications
Technology Systems and for the Sharing of Evidence in Electronic
Form of Serious Crimes (2024).

1 Jus in Silico Ambientale

2. CTED: Counter-Terrorism Committee Executive Directorate
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1. Council of Europe: Second Additional Pratocol to “Budapest Convention™.
2. European Union: e-Evidence regulation.

3. Brazilian Civil Rights Framework for the Internet.

4. China: Data Security Law and Personal Information Protection Law.

5- India: Personal Data Protection Bill 2021.

6. Russian Federation: Data-Localization Law.

7_ United States: Clarifying Lawful Overseas Use of Data Act (CLOUD Act).

8. CTED: The Counter-Terrorism Committee Executive Directorate; UNODC: The United Nations Office on Drugs and Crime; IAP: The
International Association of Prosecutors.

9- UNODC: United Nations Office on Drugs and Crime.
10, Secretary-General’s Roadmap for Digital Cooperation.

. UNCCT: United Nations Counter-Terrorism Centre; UNOCT: The United Nations Office of Counter-Terrorism; INTERPOL: The International
Criminal Police Organization.

12_ Using the Internet and Social Media for Counter-Terrorism Investigations.
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1. Eurojust: The European Union Agency for Criminal Justice Cooperation; Europol: The European Union Agency for Law Enforcement

Cooperation.

2_ The G7 2417 Cybercrime Network Began under the Auspices of the Group of Eight (G8).

3-1&JPN: Internet and Jurisdiction Policy Network.
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